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1. ͡Ίʹ

Πϯλʔωοτ͕ਓʑͷੜ׆ʹ͔ܽͤͳ͍ͷͱͳͬͯ

͍Δ͜ͱ͔Βɼ͕ۀا 10Ҏ্ͷؒظʹΓɼΠϯλʔ

ωοτΛར༻ͨ͠αʔϏεʢΠϯλʔωοταʔϏεʣΛɼ

ଓ͚ΔΑ͏ʹͳ͖͍ͬͯͯΔɽ͠ڙΛՃͭͭ͠ɼఏػ

·ͨɼΠϯλʔωοταʔϏε͕ۀࣄͱͯ͢͠Δʹͭ

Εͯɼར༻ऀ͔ΒͷΞΫηε͕૿େ͍ͯ͠Δɽ͞Βʹɼ

ΠϯλʔωοταʔϏεͷར༻ऀʹΑΔଟ༷ͳཁٻʹԠ͑

ΔͨΊʹɼ୯Ұͷ͕ۀاɼιʔγϟϧωοτϫʔΫɼిࢠ

औҾ͓ΑͼԻɾಈը৴ͳͲɼଟ༷ͳαʔϏεΛఏڙ

͢ΔΑ͏ʹͳ͖͍ͬͯͯΔɽ͋ΔΠϯλʔωοταʔϏε
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͕ͭҰ෦ػΛଞͷαʔϏε͔Βར༻͢Δ߹ɼ͍ޓʹ

ωοτϫʔΫଓ͢Δ͜ͱʹΑΓɼػΛڞ௨ͯ͠ར༻͢

Δ͜ͱ͕͋Δɽ͜ͷΑ͏ͳͷػՃɼར༻ऀ͔Βͷ

ΞΫηε૿Ճ͓ΑͼෳͷαʔϏεͷଓͳͲͷཁҼʹΑ

Γɼ͕ۀاཧ͢ΔωοτϫʔΫ͕େنԽ͔ͭෳࡶԽ͠

͍ͯΔɽ

ΠϯλʔωοταʔϏεΛఏ͢ڙΔͨΊʹɼࡏݱΫϥ

υίϯϐϡʔςΟϯά͕͘ར༻͞Ε͍ͯΔҰํͰɼ

IoT(Internet of Things)[1]ɼεϚʔτγςΟɼԾ࣮ݱͳ

ͲͷϦΞϧλΠϜੑ͕ཁ͞ٻΕΔྖҬʹ͓͍ͯɼར༻ऀۙ

ͷϗʔϜήʔτΣΠωοτϫʔΫϧʔλʔɼখن

σʔληϯλʔ [2]ͱ͍ͬͨΑ͏ͳωοτϫʔΫʢΤο

δʣʹଘ͢ࡏΔݯࢿΛ׆༻͢ΔΤοδίϯϐϡʔςΟϯ

ά [3], [4], ڀݚΕ͍ͯΔɽՃ͑ͯɼদຊΒͷ͞ڀݚ͕[5] [6]

Ͱɼখɾதنσʔληϯλʔɼ͋ Δ͍σʔληϯλʔ
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ͱݺͳ͍΄ͲͷখܕͷϥοΫ܈Λ͋ΒΏΔॴʹࢄ

ͯ͠ஔ͢Δܕࢄσʔληϯλʔͷߏ͕ใ͞ࠂΕͯ

͍Δɽܕࢄσʔληϯλʔʹ͓͚Δ֤σʔληϯλʔ

୯ʹ͢ࢄΔ͚ͩͰͳ͘ɼͦΕͧΕ͕ڠௐ͠ɼશମͱͯ͠

Ұͭͱͯ͑͠ݟΔΑ͏ʹಈ͢࡞Δ͜ͱ͔ΒɼຊߘͰɼ

ܕࢄσʔληϯλʔͷ໋໊ΛվΊɼݸମܕσʔληϯ

λʔͱ͢Δɽ͜ͷΑ͏ͳίϯϐϡʔςΟϯάج൫ͷมભ͔

ΒɼγεςϜͷࢄԽ͕͞ΒʹਐΈɼγεςϜͷنͱෳ

ͱ༧Ͱ͖Δɽ͍ͯͬ͘·ߴޙࠓ͕ੑࡶ

ຊใࠂͰɼϗετ্Ͱಈ͠࡞ɼωοτϫʔΫιέοτ

ѼͯͷཁٻΛॲཧ͢ΔϓϩηεΛωοτϫʔΫαʔϏεͱ

ωοτϫʔΫ௨৴͢ʹޓͿɽωοτϫʔΫαʔϏε͕૬ݺ

Δ͜ͱʹΑΓɼΠϯλʔωοταʔϏε͕ߏ͞ΕΔͨΊɼ

ϗετͷނোੑྼԽʹΑΓɼଞͷωοτϫʔΫαʔϏ

εʹӨ͢ڹΔ͜ͱ͕͋ΔɽγεςϜΛม͢ߋΔͱ͖ʹɼͦ

ͷมߋʹ͕͋ͬͨ߹ʹมߋՕॴʹґଘ͢Δશͯͷ

ωοτϫʔΫαʔϏεӨ͕ڹൖ͢ΔՄੑ͕͋Δͨ

ΊɼαʔϏεಉ࢜ͷωοτϫʔΫґଘؔΛΒͣʹมߋ

͢ΔͱɼγεςϜཧऀͷ༧ΑΓେ͖ͳൣғʹো͕

ൃੜ͢Δ͜ͱ͕͋Δɽ͕ͨͬͯ͠ɼγεςϜཧऀαʔ

ϏεؒͷґଘؔΛѲ͢Δ͜ͱʹΑΓɼม͕ߋӨ͢ڹΔ

ൣғΛಛఆͰ͖Δ͜ͱ͕ॏཁͱͳΔɽ͔͠͠ɼ͋Δωοτ

ϫʔΫαʔϏε͕ҟͳΔผͷαʔϏεʹωοτϫʔΫଓ

͢Δʹɼ௨ৗɼωοτϫʔΫαʔϏεϓϩάϥϜͷιʔ

είʔυઃఆϑΝΠϧʹଓઌΛ੩తʹهड़͢ΔͨΊɼ

͋ΒΏΔॴʹଓͷͨΊͷઃఆ͕ॻ͔Ε͍ͯΔ͜ͱʹͳ

ΔɽͦͷͨΊɼγεςϜཧऀɼݟམͱ͕͠ͳ͍Α͏ʹ

ະͷωοτϫʔΫαʔϏεͷґଘؔΛཏ͢ΔͨΊʹ

खؒΛཁ͢Δ͜ͱʹͳΔɽ͕ͨͬͯ͠ɼ࣮ࡍͷωοτϫʔ

ΫଓΛ͢Δ͜ͱʹΑΓɼγεςϜཧऀͷखʹΑΒ

ͣɼࣗಈͰະͷωοτϫʔΫαʔϏεͷґଘؔΛൃݟ

͢Δඞཁ͕͋Δɽ

ະͷωοτϫʔΫαʔϏεͷґଘؔΛൃ͢ݟΔͨΊ

ʹɼ͍͔ͭ͘ͷઌߦख๏ [7], [8], [9], [10]͕ఏҊ͞Ε͍ͯ

Δɽ͜ΕΒͷख๏ɼωοτϫʔΫτϥώοΫΛडಈతʹ

ݟಈΛࣔ͢ωοτϫʔΫαʔϏεΛൃ׆ଌ͠ɼ૬ؔ͢Δ؍

͢Δ͜ͱ͔ΒɼΞϓϦέʔγϣϯʹґଘͤͣʹɼґଘؔ

ΛൃݟͰ͖Δɽ͔͠͠ɼຊདྷґଘ͕ͳ͍ωοτϫʔΫαʔ

Ϗεʹґଘ͕͋Δͱޡఆͯ͠͠·͏ൺʢِཅੑʣ͕

ͷํͱͱɼ୭͕୭ʹґଘ͢Δͷ͔ͱ͍͏ґଘ͍ؔ͜ߴ

ΛࣝผͰ͖ͳ͍ͱ͍͏՝͕͋Δ [11]ɽ

ະͷωοτϫʔΫαʔϏεͱͷ௨৴Λൃ͢ݟΔͨΊʹ

ɼOSͷػʹΑΓཏతʹଓใΛऔಘͰ͖Δτϥ

ϯεϙʔτ௨৴ͷଓΛऴ͢Δϗετ্Ͱݕग़͢ΕΑ

͍ɽ·ͨɼِཅੑΛ͢ݮΔͨΊʹɼωοτϫʔΫαʔϏ

εؒͷτϥώοΫͷ૬ؔੑΛ؍ଌ͢ΔͷͰͳ͘ɼ࣮ࡍʹ

ϗετ্Ͱൃੜͨ͠αʔϏεؒͷଓΛݕग़͢ΕΑ

͍ɽ͞ΒʹɼґଘؔͷํΛࣝผ͢ΔͨΊʹɼτϥϯε

ϙʔτଓͷ྆ͷϓϩηεΛɼଓΛཁ͢ٻΔଆͱଓ

Λͪड͚Δଆʹ͚ɼલऀ͕ऀޙʹґଘ͢Δͱఆ͢Ε

Α͍ɽͦ͜ͰɼຊڀݚͰɼωοτϫʔΫ௨৴Λऴ͢

Δ֤ϗετ্Ͱཱ֬͞ΕͨτϥϯεϙʔτଓใΛཏ

తʹऩू͢Δ͜ͱʹΑΓɼωοτϫʔΫαʔϏεؒͷґଘ

൫Ͱج൫ΛఏҊ͢Δɽ͜ͷجΛࣗಈͰՄͳؔ

ɼ֤ϗετ্Ͱݕग़ͨ͠τϥϯεϙʔτଓใΛɼ

ଓઌ͓ΑͼଓݩͷωοτϫʔΫαʔϏεͷϓϩηεใ

ΛؚΊͯɼதԝͷσʔλϕʔεʹఆظతʹૹ৴͢Δ͜ͱʹ

ΑΓɼγεςϜཧऀ·֤ͨϗετ͕தԝͷσʔλϕʔ

εʹ͍߹ΘͤɼಛఆͷωοτϫʔΫαʔϏεͷґଘؔ

Λऔಘ͢Δɽ

ຊڀݚͰఏҊ͢Δج൫Λ࣮͢ݱΔ͜ͱʹΑΓɼ·ͣɼະ

ͷωοτϫʔΫαʔϏεͰ͋ͬͯɼOS͕αϙʔτ͢

ΔτϥϯεϙʔτଓΛར༻͢ΔݶΓɼґଘؔΛ

Ͱ͖Δɽ࣍ʹɼτϥϯεϙʔτ௨৴ͷ͏ͪ͘ར༻͞Εͯ

͍Δ TCP͓Αͼ UDPͷଓใͱαʔϏεͷϓϩηε

ใΛ OS͕ఏ͢ڙΔͨΊɼطଘͷαʔϏεΛมͣͤߋʹ

ґଘؔΛͰ͖Δɽ͞ΒʹɼωοτϫʔΫαʔϏεͷ

ϓϩηεใΛؚΉͨΊʹɼϗετ୯ҐͷґଘؔͰͳ

͘ɼΑΓখ͞ͳཻͰ͋Δϗετ্ͷϓϩηε୯Ґͷґଘ

͔ࡏݱʹΛͰ͖ΔɽՃ͑ͯɼதԝͷσʔλϕʔεؔ

ΒաڈʹͬͯଓใΛอଘ͢ΔͨΊʹɼಛఆͷࠁ࣌

ҰఆִؒͰؒ࣌ͷ࣮ؒ͞ߦΕΔϓϩηεʹΑΓҰ࣌తʹ

ଓ͞ΕΔґଘؔΛͰ͖Δɽޙ࠷ʹɼ֤ϗετ͕ࣗ

తʹࣗͷґଘؔΛऩूͭͭ͠ɼࣗͷґଘؔΛத

ԝͷσʔλϕʔε͔ΒऔಘͰ͖Δɽ

ຊจΛ࣍ͷΑ͏ʹߏ͢Δɽ2ষͰɼωοτϫʔΫ

αʔϏεͷґଘؔͷൃݟʹؔ͢ΔઌڀݚߦΛཧ͢Δɽ

3ষͰɼ2ষͰཧͨ͠՝Λղܾ͢ΔͨΊͷఏҊख๏Λ

ड़Δɽ4ষͰɼຊจΛ·ͱΊɼޙࠓͷలΛड़Δɽ

2. ωοτϫʔΫαʔϏεͷߏͱґଘ

γεςϜ͕େنԽ͔ͭෳࡶԽ͍ͯ͠Δঢ়گʹ͓͍ͯɼ

γεςϜΛߏ͢ΔωοτϫʔΫαʔϏεؒͷґଘؔΛ

γεςϜཧऀ͕Ѳ͢Δ͜ͱ͕͘͠ͳ͍ͬͯΔͨΊɼ

γεςϜͷม࣌ߋͷӨൣڹғΛಛఆͰ͖ͣɼ༧Λ͑Δ

ల͢Δ͜ͱ͕͋ΔɽຊষͰɼωοτϫʔൃʹͷোن

ΫαʔϏεͷߏࢄͱωοτϫʔΫαʔϏεͷґଘؔ

ΛࣗಈͰൃ͢ݟΔͨΊͷٕज़Λཧ͢Δɽ

2.1 ωοτϫʔΫαʔϏεͷߏࢄ

ΠϯλʔωοταʔϏεɼখ͘͞࠶ར༻Մͳෳ

ͷϞδϡʔϧΛ߹ͯ͠ɼ࣮͞ݱΕ͍ͯΔɽྫͱͯ͠ɼ

ਤ 1ʹΠϯλʔωοταʔϏεͷ͏ͪͷ 1ͭͰ͋ΔWeb

αʔϏεͷయܕతͳߏΛࣔ͢ɽWebαʔϏεɼWeb

αʔόɼΞϓϦέʔγϣϯαʔόɼσʔλϕʔεαʔό

ͷ 3 ֊ͷωοτϫʔΫαʔϏεΛجຊͱͯ͠ߏ͞Ε
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ਤ 1 Web αʔϏεͷ 3 ֊ߏ

ਤ 2 Web αʔϏεͷߏࢄ

Δ [12]ɽ͜ͷجຊߏʹՃ͑ͯɼWeb αʔϏεͷҰ෦ػ

ΛޮՌతʹ࣮͢ΔͨΊʹɼઐ༻ͷϛυϧΣΞΛ

Ճͨ͠ߏΛਤ 2 ʹࣔ͢ɽ·ͣɼΞϓϦέʔγϣϯαʔ

ό͔ΒɼϦϨʔγϣφϧσʔλϕʔεʢRDB: Relational

DatabaseʣαʔόɼΩʔόϦϡʔετΞʢKVS: Key-Value

Storeʣαʔό [13], [14], [15]શจࡧݕαʔό [16], [17]ͳ

Ͳͷ NoSQL[18]Λར༻͢Δɽ࣍ʹɼಛఆͷࠁ࣌ؒؒ࣌

ִͰΞϓϦέʔγϣϯΛ࣮͢ߦΔ߹ɼόοναʔό্ͷ

λΠϚʔ͕ΞϓϦέʔγϣϯΛ࣮͢ߦΔɽWebαʔϏε

ͷར༻ऀɼWebαʔϏεʹΞΫηε͢ΔͨΊʹɼ֎෦ͷ

DNSαʔόʹ͍߹ΘͤɼWebαʔόͷ IPΞυϨεΛ

औಘ͢Δɽ෦ͷΞϓϦέʔγϣϯαʔόόοναʔό

্ͷΞϓϦέʔγϣϯ͔Βσʔλϕʔεαʔόશจࡧݕ

αʔόʹଓ͢Δͱ͖ʹɼυϝΠϯ໊Λར༻͢Δ߹ɼ

෦ DNSαʔόʹ͍߹Θͤɼσʔλϕʔεαʔόͷ IPΞ

υϨεΛऔಘ͢Δɽ

1ͷαʔόͷॲཧྗʹݶք͕͋Δ͜ͱ͔ΒɼWeb

αʔϏεͷΞΫηε͕૿Ճ͢Δͱɼ૿ՃྔʹԠͯ͡ෛՙΛ

ෳͷαʔόʹ͢ࢄΔඞཁ͕͋ΔɽWebαʔόΞϓϦ

έʔγϣϯαʔόɼϩʔυόϥϯαΛར༻͢Δ͜ͱʹΑ

ΓɼෳͷಉҰͷWebαʔόΞϓϦέʔγϣϯαʔό

ෛՙΛ͢ࢄΔɽRDBαʔό NoSQLαʔόʹ͍ͭ

ͯɼಉҰͷσʔλΛෳͷαʔόʹஔ͢ΔϨϓϦέʔ

γϣϯΛར༻͠ɼ͍߹ΘͤΛෳͷαʔόͤ͞ࢄ

Δɽ·ͨɼಛఆͷσʔλΛಛఆͷαʔόʹஔ͢Δ͜ͱʹ

ΑΓɼσʔλϕʔεͷॲཧΛෳͷαʔόͤ͞ࢄΔ͜

ͱ͋Δɽ

WebαʔϏεۀاͰɼ୯ҰͷۀاͰෳͷWebαʔ

ϏεΛఏ͢ڙΔ͜ͱ͕͋ΔͨΊɼ͋ΔαʔϏεͷػΛଞ

ͷαʔϏε͔Βར༻͢ΔͨΊʹɼαʔϏεؒΛωοτϫʔ

Ϋଓ͢Δ͜ͱ͕͋ΔɽωοτϫʔΫଓͷߏͷํ๏

ෳͷखஈ͕͋Γɼྫ͑ɼਤ 2ʹ͓͚ΔWebαʔό͔

ΒҟͳΔผͷαʔϏεͷWebαʔόଓ͢Δ͜ͱ͕͋

Δɽ·ͨɼ୯ҰͷڊେͳαʔϏεΛෳͷখ͞ͳαʔϏε

ʹ্ׂͨ͠Ͱɼૄ݁߹ͳঢ়ଶʹ֤ͯ͠αʔϏεͷ࠶ར༻

ΛߴΊͨߏΛͱΔϚΠΫϩαʔϏεΞʔΩςΫνϟ [19]

͕͞Ε͍ͯΔɽ

2.2 ωοτϫʔΫαʔϏεؒͷґଘؔ

զʑɼωοτϫʔΫαʔϏεؒͷґଘؔΛɼZand

Βͷڀݚ [11] ͱಉ༷ʹɼ࣍ͷΑ͏ʹఆٛ͢ΔɽαʔϏε

S1 ͰͷԆɼੑԼ͓Αͼނো͕ɼ·ͨؒత

ʹɼαʔϏε S2 ͷԆɼੑԼ͓ΑͼނোΛҾ͖͜ى

͢ͷͰ͋ΕɼαʔϏε S2 αʔϏε S1 ʹґଘ͢Δɽ

ChenΒͷڀݚ [8]ɼωοτϫʔΫαʔϏεґଘؔΛ

local-remoteґଘͱ remote-remoteґଘͷ 2ͭʹྨͯ͠

͍ΔɽS1 ͕ΫϥΠΞϯτʹαʔϏεΛఏ͢ڙΔͨΊʹ S2

ʹଓ͢Δඞཁ͕͋Δ߹ɼαʔϏε S1αʔϏε S2ʹ

local-remoteґଘؔΛͭɽαʔϏε S2 ʹଓ͢Δͨ

Ίʹɼԕִʹ͋ΔΫϥΠΞϯτ͕αʔϏε S1 ॳʹ࠷ʹ

ଓ͢Δඞཁ͕͋ΔͷͰ͋ΕɼαʔϏε S2 αʔϏε S1

ʹ remote-remoteґଘؔΛͭɽ

ྫ͑ɼΫϥΠΞϯτͰ͋ΔWebαʔό͔ΒཁٻΛड

͚ͨΞϓϦέʔγϣϯαʔόɼσʔλϕʔεαʔόʹ

͍߹Θͤɼ݁ՌΛऔಘͨ͠ͷͪʹɼWebαʔόԠΛฦ

٫͢ΔͨΊɼΞϓϦέʔγϣϯαʔόσʔλϕʔεαʔ

όʹ local-remote ґଘؔΛͭɽҰํͰɼWebαʔό

ʹଓ͢ΔΫϥΠΞϯτɼ·ͣ DNSαʔόʹଓ͠ɼ

IPΞυϨεΛऔಘͨ͠ͷͪʹɼWebαʔόʹଓ͢Δͨ

ΊɼWebαʔό DNSαʔόʹ remote-remoteґଘؔ

Λͭɽ

2.3 ωοτϫʔΫαʔϏεͷґଘؔͷൃݟ

ωοτϫʔΫαʔϏεؒͷґଘؔͷൃݟͷͨΊͷख๏

ɼେ͖͚ͯ͘ɼ֎෦͔ΒγεςϜͷৼΔ͍Λ؍ଌ͢

Δ؍ଌࢤͷΞϓϩʔνͱɼΞϓϦέʔγϣϯॲཧωο

τϫʔΫ௨৴ͷؒʹܭଌΛઃఆ͢Δ͜ͱʹΑΓɼཁٻॲ

ཧͷҰ࿈ͷྲྀΕͷதͰܭଌΛ௨աͤ͞ΔհೖࢤͷΞϓ

ϩʔνʹྨͰ͖Δɽ

2.3.1 Ξϓϩʔνࢤଌ؍

ͷΞϓϩʔνͱͯ͠ɼωοτϫʔΫτϥώοΫͷࢤଌ؍

ৼΔ͍Λ؍ଌ͢Δ Sherlock[7]ɼOrion[8]ɼMacroscope[9]ɼ

NSDMiner[10], [20]͕͋ΔɽSherlock[7]ɼҟͳΔαʔϏ

εؒͷύέοτͷؒ࣌૬ؔΛར༻͢ΔɽOrion ɼτϥ

ώοΫͷԆͷεύΠΫΛར༻͢Δ [8]ɽNSDMiner

ɼϩʔΧϧͷωοτϫʔΫαʔϏε͕ཁ͞ٻΕ͍ͯΔͱ

Ծఆͯ͠ɼϦϞʔτͷαʔϏε͕ཁ͞ٻΕ͍ͯΔ֬Λܭ

Δ͢ݟΔ͜ͱʹΑΓɼlocal-remoteґଘΛൃ͢ࢉ [10]ɽ

͍ͣΕͷख๏ʹ͓͍ͯɼ·ͣɼτϥώοΫͷ૬ؔੑΛ
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Δܾఆతͳख๏Ͱ͢ݟΛൃଌ͢ΔͷͰ͋Γɼґଘؔ؍

ͳ͍ͨΊɼِ ӄੑͱِཅੑ͕͋ΔɽτϥώοΫʹؔͯ͠ɼ

ΞϓϦέʔγϣϯͷใΛྀ͠ߟͳ͍͜ͱ͔ΒɼͲͷτ

ϥώοΫ͕ґଘؔىʹҼ͢Δͷ͔ɼͦΕͱ୯ʹۮવͷ

ҰகʹΑΓɼґଘ͕ؔ͋ΔΑ͏ʹΈ͑Δ͔Λ۠ผ͢Δ͜

ͱࠔͰ͋Δɽ·ͨɼ૬ؔΛ؍ଌ͢Δ͜ͱ͔Βɼґଘؔ

Λࣝผ͢Δ͜ͱ͕͍͠ɽ͞ΒʹɼτϥώοΫ͔ͷํ

ΒશମతʹґଘΛநग़͢Δ͜ͱ͔Βɼ΄ͱΜͲར༻͞Εͳ

͍ωοτϫʔΫαʔϏεͷґଘΛݟಀ͠͏Δɽ

Macroscopeɼϗετ·ͨωοτϫʔΫσόΠεͰ

ऩू͢ΔωοτϫʔΫύέοτͱϗετ্ͷτϥϯεϙʔ

τଓใΛ݁߹͢Δ [9]ɽϗετ্ͷτϥϯεϙʔτଓ

ใͱΞϓϦέʔγϣϯϓϩηεͷใΛར༻͢Δ͜ͱʹ

ΑΓɼِཅੑΛ͍ͯ͠ݮΔ͜ͱ͕ಛͰ͋Δɽ͔͠͠ɼ

ΫϥΠΞϯτ PCʹ͓͍ͯͲͷΑ͏ͳωοτϫʔΫαʔϏ

εΛར༻͍ͯ͠Δ͔Λௐࠪ͢ΔͨΊͷख๏Ͱ͋Γɼαʔό

αΠυͷґଘؔͷൃݟʹ͍ͭͯɼޙࠓͷ՝ͱ͞Εͯ

͍Δɽ

2.3.2 հೖࢤΞϓϩʔν

հೖࢤΞϓϩʔνͱͯ͠ɼPinpint[21]ɼMagpie[22]ɼ

X-Trace[23]ɼDapper[24]ɼRippler[11]ɼClawsonͷڀݚ [25]

͓ΑͼαʔϏεϝογϡ [26]͕͋ΔɽPinpointɼMagpieɼ

X-Trace ɼΞϓϦέʔγϣϯͷॲཧதʹɼϦΫΤετ

ͷࣝผࢠΛωοτϫʔΫϓϩτίϧʹຒΊࠐΈɼޙଓͷ

ґଘ͢ΔγεςϜࣝผࢠΛൖͤ͞Δ [21], [22], [23]ɽ

DapperɼϦΫΤετͷࣝผࢠΛຒΊࠐΉΦʔόʔϔο

υΛαϯϓϦϯάʹΑΓ͍ͯͤ͞ݮΔ [24]ɽDapperͷ

Ϟσϧʹ͕ͨͬͨ͠Φʔϓϯιʔεͷ࣮ͱͯ͠ɼApache

HTrace[27]ɼOpenZipkin[28]ɼJaeger[29]ͳͲ͕͋Γɼ͜ Ε

Βͷख๏Λ·ͱΊͯࢄτϨʔγϯάͱݺͼɼࢄτϨʔ

γϯάͷ༷Λඪ४Խ͢Δ OpenTracing[30]͕ొ͍ͯ͠

ΔɽRipplerɼωοτϫʔΫτϥώοΫʹԆΛೖ͢

Δ͜ͱʹΑΓɼґଘ͢ΔγεςϜԆ͕ൖ͢ΔಛੑΛ

ར༻͢Δ [11]ɽClawsonͷڀݚɼϗετ্ͷ OSͷύ

έοτॲཧ෦ʹܭଌΛઃఆ͠ɼύέοτͷ௨աΛϩά

ͱͯ͠ه͢Δ [25]ɽαʔϏεϝογϡɼϚΠΫϩαʔ

Ϗε [19]ωοτϫʔΫαʔϏεͷ୯ҐͰϓϩΩγΛஔ

͠ɼϓϩΩγΛܦ༝ͯͦ͠ͷଞͷαʔϏεͱ௨৴ͤ͞Δ͜

ͱʹΑΓɼΞϓϦέʔγϣϯΛม͢ߋΔ͜ͱͳ͘ɼґଘ͢

ΔαʔϏεͷґଘΛൃ͠ݟɼτϥώοΫΛ੍͢ޚΔ [26]ɽ

αʔϏεϝογϡͷ࣮ͱͯ͠ Istio[31]ͱ Linkerd[32]͕

͋ΓɼϓϩΩγͷΈͷ࣮ͱͯ͠ Envoy Proxy[33]͕͋Δɽ

͍ͣΕͷख๏ɼܭଌΛ໌ࣔతʹઃఆ͍ͯ͠ΔͨΊɼ

ِཅੑ͕ൃੜͮ͠Β͍ͱ͍͏ར͕͋Δɽ͔͠͠ɼΞϓϦ

έʔγϣϯͷҰ࿈ͷॲཧʹհೖ͢ΔͨΊɼຊདྷͷΞϓϦ

έʔγϣϯॲཧʹՃ͑ͯΦʔόʔϔου͕ൃੜ͢Δɽ·

ͨɼX-Trace[23]ͱ Dapper[24]ɼࣝผࢠΛຒΊࠐΉ͜ͱ

͔ΒɼΞϓϦέʔγϣϯͷม͕ߋඞཁͱͳΔɽRippler[11]

ਤ 3 ఏҊख๏ͷج൫ߏ

ɼ֤ωοτϫʔΫαʔϏε͕ಛఆͷؒ࣌ͰԆ͢Δͨ

Ίɼ͋Β͔͡ΊֶशதͷαʔϏεͷηοτΛ͓ͬͯ͘

ඞཁ͕͋ΔɽClawsonͷڀݚ [25]ɼશͯͷύέοτ͕ઃ

ఆͨ͠ܭଌΛ௨ա͢ΔΑ͏ʹ͢Δ͜ͱͰɼະͷωο

τϫʔΫαʔϏεͷґଘΛൃݟͰ͖Δɽಉ༷ʹɼαʔϏε

ϝογϡ [26] ɼαʔϏε୯ҐͷϓϩΩγΛಁաܕϓϩ

Ωγͱͯ͠ར༻͢Δ͜ͱʹΑΓɼະͷωοτϫʔΫαʔ

ϏεͷґଘΛൃݟͰ͖Δ [34]ɽ͔͠͠ɼClawsonͷڀݚͱ

αʔϏεϝογϡҎ֎ͷख๏ɼطͷτϥώοΫཁٻ

ॲཧʹܭଌΛઃఆ͢Δඞཁ͕͋ΔͨΊɼະͷωοτ

ϫʔΫαʔϏεͷґଘΛൃݟͰ͖ͳ͍ɽ

3. ఏҊख๏

ߴਫ਼Λݕͷଘख๏ͷಛΛ౿·͑Δͱɼґଘؔط

ΊͭͭɼґଘͷํΛࣝผ্ͨ͠ͰɼະͷωοτϫʔΫ

αʔϏεͷґଘؔΛൃ͢ݟΔͨΊʹɼωοτϫʔΫ௨

৴Λऴ͢Δ֤ϗετ্Ͱཱ֬͞ΕͨଓใΛཏతʹ

ऩू͢Δج൫͕ඞཁͱͳΔɽཏతʹऩू͢Δʹɼ؍ଌ

ͷͨΊͷΦʔόʔϔουΛখ͘͢͞Δ͜ͱ͕·͍ͨ͠Ίɼ

ΞϓϦέʔγϣϯॲཧʹհೖ͠ͳ͍ख๏͕ٻΊΒΕΔɽ

3.1 ఏҊख๏ͷৄࡉ

ҎԼʹఏҊख๏ͷཁ݅Λࣔ͢ɽ

(1) OSͷػʹΑΓɼϗετ্ͷશͯͷଓใΛऔಘͰ

͖Δτϥϯεϙʔτ௨৴ͷଓϩάΛΞϓϦέʔγϣ

ϯॲཧʹհೖ͢Δ͜ͱͳ͘ऩूͰ͖Δ

(2) τϥϯεϙʔτଓͷ྆ͷϓϩηεΛɼଓΛཁٻ

͢ΔଆͱଓΛͪड͚Δଆʹ͚ΒΕΔ

(3) ଓϩάΛӬଓอଘ͠ɼࢦఆͨ͠ൣؒ࣌ғͰࡧݕͰ

͖Δ

ਤ 3 ʹɼ֤ཁ݅Λຬͨ͢ج൫ͷߏΛࣔ͢ɽ·ͣɼτ

ϨʔαʔΛ֤ϗετ্Ͱಈͤ͞࡞ɼτϨʔαʔ͕ OS͔Β

τϥϯεϙʔτଓใΛఆظతʹऩू͢Δɽ࣍ʹɼτ

Ϩʔαʔࣗͷϗετͷ OS͔Βͪड͚ঢ়ଶͷϙʔτ

ҰཡΛऔಘ͠ɼ֘ϙʔτͷଓͷ૬खઌαʔϏε͔Β
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֘ϙʔτͰͪड͚ΔαʔϏεʹґଘ͢Δͱఆ͢Δɽ

͞ΒʹɼτϨʔαʔɼଓใʹఆͨ͠ґଘͷํΛ

ؚΊɼதԝͷ CMDBʢଓཧσʔλϕʔεʣૹ৴͢

Δɽޙ࠷ʹɼγεςϜཧऀ·֤ͨϗετ͕ɼϗετ

ωοτϫʔΫαʔϏεΛҰҙʹࣝผ͢Δใͱൣؒ࣌ғΛ

CMDBʹ͍߹Θͤɼରʹඥͮ͘ґଘؔΛऔಘ͢Δɽ

ఏҊख๏ʹ͓͚Δଓใɼૹ৴ݩͱૹ৴ઌͷ IPΞ

υϨεͱϙʔτ൪߸ʹωοτϫʔΫαʔϏεͷϓϩηε

IDͱϓϩηε໊ΛՃ͑ͨɼ(< src ip >,< src port >,<

dst ip >,< dst port >,< pid >,< process name >)ͷ 6

λϓϧͰද͢ݱΔɽ< pid >ͱ < process name >ʹ͍ͭ

ͯɼଓใΛऩू͢Δϗετ্ͷϓϩηε໊Λ͢ࢦɽ

ωοτϫʔΫαʔϏεؒͷґଘͷํΛࣝผ͢ΔͨΊ

ʹɼωοτϫʔΫαʔϏεؒͷτϥϯεϙʔτଓʹ͍ͭ

ͯɼ࣍ͷΑ͏ʹɼଓΛཁ͢ٻΔଆͱଓΛͪड͚Δଆ

ʹ্͚ͨͰɼґଘͷํΛܾఆ͢Δɽϗετ X্ͷωο

τϫʔΫαʔϏε A͕ϙʔτMͰͪड͚͍ͯΔͱͯ͠ɼ

ϗετ Y্ͷαʔϏε B͕ϗετ X্ͷϙʔτMʹର͠

ͯଓ͢Δͱ͢ΔͱɼαʔϏε A͕ͳ͚ΕαʔϏε B

ଓॲཧʹࣦഊ͢ΔͨΊɼαʔϏε BαʔϏε Aʹ

ґଘ͢Δͱ͑ݴΔɽ

ϗετ্ͰऔಘՄͳશͯͷτϥϯεϙʔτଓใΛ

ऩू͢Δͱɼଓใͷݸ͕େ͖͘ͳΓɼCMDB্ͷϨ

ίʔυ͕େ͖͘ͳΔͱ͍͏͕͋Δɽͦ͜ͰɼϨίʔ

υΛ͢ݮΔͨΊʹɼωοτϫʔΫαʔϏεؒͷґଘؔ

͢ݮΛࣝผ͢ΔͷΈͰ͋ΕɼͱͳΔଓใΛ

ΔɽωοτϫʔΫαʔϏεΛߏ͢Δ֤ϓϩηεεϨο

υ͕ OS͔ΒׂΓͯΒΕΔϥϯμϜͳૹ৴ݩϙʔτͰ͋

ΔΤϑΣϝϥϧϙʔτʢEphemeral Portɼ໋ϙʔτʣΛ

ར༻ͯ͠ɼผͷωοτϫʔΫαʔϏεଓ͢Δ͜ͱ͕͋

Δɽ͕ͨͬͯ͠ɼಛఆͷϙʔτͰͪड͚ΔωοτϫʔΫ

αʔϏεʹରͯ͠ɼಛఆͷωοτϫʔΫαʔϏεͷΫϥΠ

Ξϯτ͔ΒෳͷϥϯμϜͳૹ৴ݩϙʔτΛར༻ͯ͠ଓ

͞ΕΔ͜ͱ͕͋Δͱ͑ݴΔɽ͔͠͠ɼґଘؔΛࣝผ͢Δ

ͷΈͰ͋ΕɼଓͷʹҟͳΔϙʔτ൪߸ׂ͕ΓͯΒ

ΕΔΤϑΣϝϥϧϙʔτΛҰҙͳଓใͱΈͳ͢ඞཁ͕

ͳ͍ͨΊɼτϨʔαʔ͕ಛఆͷϗετͷಛఆͷϙʔτʹର

͢ΔΤϑΣϝϥϧϙʔτʹΑΔଓใΛॏෳ͢Δͷͱ

Έͳ͠ɼͦΕΒΛू্ͨ͠ͰɼCMDBૹ৴͢Δɽ

3.2 ఏҊख๏ͷ੍

ఏҊख๏ɼOSͷϓϩηε୯ҐͷґଘؔΛൃݟͰ͖Δ

ҰํͰɼωοτϫʔΫαʔϏεʹର͢Δཁٻ୯Ґͷґଘؔ

ʹΛ͢ΔͨΊ୯ҐͷґଘؔٻΛͰ͖ͳ͍ɽཁ

ɼX-Trace[23] Dapper[24]ͷΑ͏ʹɼΞϓϦέʔγϣ

ϯॲཧʹհೖ͠ɼཁٻΛࣝผ͢ΔͨΊͷࣝผࢠΛຒΊࠐΉ

ඞཁ͕͋ΔɽϩʔΧϧϗετ্ͷϓϩΩγͳͲͷଓΛҕ

ৡ͢ΔωοτϫʔΫαʔϏεʹΑΓɼ࣮ࡍͷଓݩͷϓϩ

ηεͷใΛӅณ͢ΔՄੑ͕͋Δɽ

ఏҊख๏ͷ࣮ɼϗετ্ͷཱ֬ࡁΈͷଓͷεφο

ϓγϣοτΛఆظతʹऔಘ͢Δ͜ͱ͔Βɼऔಘ͢Δؒؒ࣌

ִҎʹऴྃ͢ΔଓΛൃݟͰ͖ͳ͍Մੑ͕͋ΔͨΊɼ

ِӄੑ͕͋Δɽ

4. ·ͱΊͱޙࠓͷల

ຊڀݚͰɼݸମܕσʔληϯλʔʹ͚ͯɼϗετ

্ͷτϥϯεϙʔτଓͷใΛऩू͢Δ͜ͱʹΑΓɼະ

ͷωοτϫʔΫαʔϏεΛؚΉαʔϏεؒͷґଘؔΛ

ࣗಈͰൃ͢ݟΔख๏ΛఏҊͨ͠ɽ

ݧͷలͱͯ͠ɼ·ͣɼఏҊख๏ͷ࣮ΛਐΊɼ࣮ޙࠓ

Λ্ͨ͠Ͱِཅੑͱِӄੑʹ͍ͭͯɼධՁ͢Δ༧ఆͰ͋

Δɽ࣍ʹɼίϯςφܕԾԽڥʹ͓͍ͯಈͯ͠࡞ωοτ

ϫʔΫαʔϏεͷґଘؔΛͰ͖ΔΑ͏ʹ͍ͯͭ͘͠

ΓͰ͋Δɽ͞ΒʹɼґଘؔΛϦΞϧλΠϜʹऩूͰ͖

ΔఏҊख๏ͷಛΛ͔͠׆ɼγεςϜཧऀ͕ҙਤ͍ͯ͠

ͳ͍ґଘͷݕʹΑΔϚϧΣΞݕग़ɼຊདྷଘ͢ࡏΔ

ͣͷґଘΛൃݟͰ͖ͳ͍߹ʹҟৗͱΈͳ͢Α͏ͳҟৗݕ

ͷԠ༻ΛਐΊΔɽޙ࠷ʹɼΤοδίϯϐϡʔςΟϯά

খɾதنσʔληϯλʔʹ͓͍ͯɼΤοδσʔλη

ϯλʔؒͷґଘؔͷΑ͏ͳωοτϫʔΫαʔϏεΑΓ

େ͖ͳཻʹ͓͚ΔґଘΛൃ͢ݟΔख๏Λ͍ͯ͑͘ߟඞཁ

͕͋Δɽ

ݙจߟࢀ

[1] J Lin, W Yu, N Zhang, X Yang, H Zhang, and W Zhao:
A Survey on Internet of Things: Architecture, Enabling
Technologies, Security and Privacy, and Applications,
IEEE Internet of Things Journal, Vol. 4, No. 5, pp.
1125–1142 2017.

[2] M Aazam and E N Huh: Fog Computing Micro Data-
center Based Dynamic Resource Estimation and Pricing
Model for IoT, IEEE International Conference on Ad-
vanced Information Networking and Applications, pp.
687–694 2015.

[3] B Kashif, K Osman, E Aiman, and S U Khan: Poten-
tials, Trends, and Prospects in Edge Technologies: Fog,
Cloudlet, Mobile Edge, and Micro Data Centers, Com-
puter Networks, Vol. 130, pp. 94–120 2018.

[4] ,७߂ޱࢁ ҆ຊܚҰɿΤοδίϯϐϡʔςΟϯάڥʹ͓
͚Δతࢄσʔλॲཧͷ࣮ݱɼిࢠใ௨৴ֶձจ
ࢽ Bɼ Vol. 101, No. 5, pp. 298–309 2018.

[5] M Satyanarayanan: The Emergence of Edge Computing,
Computer, Vol. 50, No. 1, pp. 30–39 2017.

[6] দຊ྄հ, ௶༎थ, σʔληϯλʔOSܕࢄԼ߶ีɿٶ
Λͨ͠ࢦϦΞΫςΟϒੑΛͭ࣋ίϯςφ࣮جߦ൫ٕज़ɼ
ใॲཧֶձڀݚใࠂΠϯλʔωοτͱӡ༻ٕज़ʢIOTʣ
ɼVol. 2019-IOT-44, No. 27, pp. 1–8 2019.

[7] P Bahl, R Chandra, A Greenberg, S Kandula, M
Srikanth, D A Maltz, and M Zhang: Towards Highly Re-
liable Enterprise Network Services via Inference of Multi-
Level Dependencies, ACM SIGCOMM Computer Com-
munication Review, Vol. 37, No. 4, pp. 13–24 2007.

[8] X Chen, M Zhang, Z M Mao, and P Bahl: Automat-

― 1173 ―
© 2019 Information Processing Society of Japan



ing Network Application Dependency Discovery: Expe-
riences, Limitations, and New Solutions, USENIX Sym-
posium on Operating Systems Design and Implementa-
tion (OSDI), pp. 117–130 2008.

[9] P Lucian, B-G Chun, I Stoica, J Chandrashekar, and
N Taft: Macroscope: End-Point Approach to Net-
worked Application Dependency Discovery, Interna-
tional Conference on Emerging Networking Experi-
ments and Technologies (CoNEXT), pp. 229–240 2009.

[10] A Natarajan, P Ning, Y Liu, S Jajodia, and S E Hutchin-
son: NSDMiner: Automated Discovery of Network Ser-
vice Dependencies, IEEE International Conference on
Computer Communications (INFOCOM), pp. 2507–
2515 2012.

[11] A Zand, G Vigna, R Kemmerer, and C Kruegel: Rip-
pler: Delay Injection for Service Dependency Detection,
IEEE International Conference on Computer Commu-
nications (INFOCOM), pp. 2157–2165 2014.

[12] X Liu, J Heo, and L Sha: Modeling 3-tiered Web Appli-
cations, IEEE International Symposium on Modeling,
Analysis, and Simulation of Computer and Telecom-
munication Systems, pp. 307–310 2005.

[13] G DeCandia, D Hastorun, M Jampani, G Kakulapati,
A Lakshman, A Pilchin, S Sivasubramanian, P Vosshall,
and W Vogels: Dynamo: Amazonʟs Highly Available
Key-value StoreɼTwenty-First ACM SIGOPS Sympo-
sium on Operating Systems Principles, pp. 205–220
2007.

[14] F Chang, J Dean, S Ghemawat, W C Hsieh, D A Wal-
lach, M Burrows, T Chandra, A Fikes, and R E Gruber:
Bigtable: A Distributed Storage System for Structured
Data, Vol. 26, No. 2, pp. 4:1–4:26 2008.

[15] A Lakshman and P Malik: Cassandra: A Decentralized
Structured Storage System, ACM SIGOPS Operating
Systems Review, Vol. 44, No. 2, pp. 35–40 2010.

[16] C Gormley and Z Tong: Elasticsearch: The Definitive
Guide: A Distributed Real-time Search and Analytics
Engine, O’Reilly Media, Inc. 2015.

[17] T Grainger and T Potter: Solr in Action, Manning Pub-
lications Co. 2014.

[18] J Han, E Haihong, G Le, and J Du: Survey on NoSQL
database, 2011 Sixth International Conference on Per-
vasive Computing and Applications (ICPCA), pp. 363–
366 2011.

[19] M Fowler and J Lewis: Microservices, http://
martinfowler.com/articles/microservices.html.

[20] B Peddycord III and P Ning, and S Jajodia: On the Ac-
curate Identification of Network Service Dependencies in
Distributed Systems, Large Installation System Admin-
istration Conference (LISA), pp. 181–194 2012.

[21] M Y Chen, E Kiciman, E Fratkin, A Fox, and E Brewer:
Pinpoint: Problem Determination in Large, Dynamic
Internet Services, IEEE/IFIP International Conference
on Dependable Systems and Networks (DSN), pp. 595–
604 2002.

[22] P Barham, R Isaacs, R Mortier, and D Narayanan: Mag-
pie: Online Modelling and Performance-aware Systems,
17th Workshop on Hot Topics in Operating Systems
(HotOS), pp. 85–90 2003.

[23] R Fonseca, G Porter, R H Katz, S Shenker, and I Sto-
ica: X-Trace: A Pervasive Network Tracing Framework,
USENIX Conference on Networked Systems Design &
Implementation (NSDI), pp. 20–20 2007.

[24] B H Sigelman, L A Barroso, M Burrows, P Stephen-
son, M Plakal, D Beaver, S Jaspan, and C Shanbhag:

Dapper, a Large-Scale Distributed Systems Tracing In-
frastructure, Technical report, Google 2010.

[25] J K Clawson: Service Dependency Analysis via
TCP/UDP Port Tracing, Master’s thesis, Brigham
Young University-Provo 2015.

[26] W Li, Y Lemieux, J Gao, Z Zhao, and Y Han: Ser-
vice Mesh: Challenges, State of the Art, and Future Re-
search Opportunities, IEEE International Conference
on Service-Oriented System Engineering (SOSE), pp.
122–1225 2019.

[27] Apache HTrace, http://incubator.apache.org/projects/
htrace.html.

[28] OpenZipkin, https://zipkin.io/.
[29] Jaeger, https://www.jaegertracing.io/.
[30] The OpenTracing project, https://opentracing.io/.
[31] Istio, https://istio.io/.
[32] Linkerd, https://linkerd.io/.
[33] Envoy Proxy, https://www.envoyproxy.io/.
[34] Proxy redirection - istio/istio Wiki, https://github.com/

istio/istio/wiki/Proxy-redirection.

― 1174 ―
© 2019 Information Processing Society of Japan


